As automation increases and our reliance on computer systems grows, it becomes increasingly important to ensure that the information entrusted to these systems is protected. Computer crime and loss of privacy are two information protection problems beginning to emerge.
forced ring mechanism, virtual memory, virtual l/O processing, page-fault recovery support, and performance mechanisms to aid in implementing an efficient operating system.
Another implementation of the security kernel concept involves a multiprocessor microcomputer. The Computer Science and Electrical Engineering Departments of the Naval Postgraduate School in Monterey, California, were involved in a project to explore realizations for microcomputer-based systems needing a high degree of security. The Intel iAPX 286 was the target implementation, but because running hardware was not available, the Zilog Z8000 and Intel 8086 were chosen as interim applications. Performance issues evaluated include process switching, domain changing, and multiprocessor bus contention.
The next article describes a total distributed generalpurpose computing system that enforces a multilevel security policy. The system is composed of standard Unix systems and small trustworthy security mechanisms linked together in a way that provides a total, verifiably secure system. Each Unix system provides services to only one security partition at a time and runs at its full speed. The system as a whole appears to be a single, multilevel, secure Unix system, since its distributed nature is completely hidden from users and their programs. This "illusion" is achieved through the use of the "Newcastle Connection," a software subsystem that links multiple Unix or Unix look-alike systems, without requiring any changes to the source code of either the operating system or any user programs.
The next article deals with inference controls for statistical databases. The goal of these databases is to provide frequencies, averages, and other facts about groups of persons or organizations while protecting the privacy of individuals. Unfortunately, seemingly innocuous statistics contain vestiges of the data used to compute them, and by correlating enough statistics, sensitive data about the individual can be inferred. This article surveys some of the controls that have been studied, comparing them with respect to their security, information loss, and cost.
The last article on computer security technology describes major efforts to develop a computer system that can be trusted to enforce security. This practical treatment of what we have learned over the last 10 to 15 years includes an extensive glossary of computer security buzzwords and a capsulization of many projects. In addition some advice on the design and implementation of a trusted system is provided. Although primarily about security in Department of Defense systems, much of the information in this article applies to commercial systems as well. 
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